
www.manaraa.com

sustainability

Article

Impacts of Sustainable Information Technology
Capabilities on Information Security Assimilation:
The Moderating Effects of Policy—Technology Balance

Sanghyun Kim 1,*, Bora Kim 1 and Minsoo Seo 2

1 School of Business Administration, Kyungpook National University, Daegu 41566, Korea;
happykimbora@gmail.com

2 School of Business Administration, Soongsil University, Seoul 06978, Korea; ceominsoo@daum.net
* Correspondence: ksh@knu.ac.kr; Tel.: +82-53-950-5877

Received: 29 May 2020; Accepted: 27 July 2020; Published: 30 July 2020
����������
�������

Abstract: Information security management (ISM) has emerged as a major challenge to sustainable
management of companies that highly rely on information technology (IT). To achieve organizational
sustainability for managing assets, it is critical for all members of the organization to be assimilated into
ISM. An important consideration of ISM assimilation is sustainable IT capabilities. However, so far,
there are limited empirical studies on ISM assimilation, particularly those focusing on importance
of the organization’s sustainable IT capabilities. Therefore, this study proposes three sustainable IT
capabilities (viz., IT infrastructure, IT business spanning capability, and IT proactive stance) with their
antecedents based on the existing research, and attempts to empirically prove the impact of these
sustainable IT capabilities on ISM assimilation for sustainable management of assets. Additionally,
this study proposes policy-to-technology balance as a moderator on the relationships between the
three sustainable IT capabilities and ISM assimilation to examine the impact of the non-technical aspect.
Responses from 232 upper-management-level employees at various firms currently implementing
ISM were collected. Structural equation analysis was run using AMOS 22.0. The results show
that the three sustainable IT capabilities were found to have a positive effect on ISM. Furthermore,
policy-to-technology balance was found to strengthen the relationship between two IT capabilities
(IT infrastructure and IT business spanning capability) and ISM assimilation. However, it emerges that
the policy-to-technology balance does not impact IT proactive stance and assimilation. The findings
provide meaningful information for future research on sustainable IT capabilities and ISM along with
key guidance for the organization to establish a complementary strategy for sustainable assets.

Keywords: information security management; sustainable information technology capability;
policy-to-technology balance; ISM assimilation

1. Introduction

Several present-day businesses rely heavily on information technology (IT) as a crucial tool
to ensure productivity and efficiency across their activities. However, as the use of IT increases,
the problem of redressing security risk—which is a possibility that certain threats can damage
organizational systems—to information and systems is intensifying [1]. With the fast-growing Internet
technology, it is easy to acquire advanced hacking technology. Moreover, information leakage, targeting
not only individuals but also the organization, frequently occurs. While adoption of a wide range of
information technologies has resulted in higher productivity and efficiency, companies are constantly
exposed to security risks, which pose a potential threat to the organization’s sustainability [2].

In addition, as the organization’s data and information infrastructure become more sophisticated,
the variety of data and information increases; therefore, efficient management of these resources
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becomes a major goal of corporate management activities and IT. Security management in response to
the ever-increasing proportion of data privacy issues and the leakage of confidential data has emerged as
one of the major issues to be addressed in management [3–5]. Accordingly, the demand for information
security management (ISM) that includes various activities to protect organizational information from
several risks and ensure business continuity and opportunities is gradually increasing [4]. Companies
are, thus, focusing on the ISM to maintain a higher level of business sustainability. This is because
security risks, that is, the risk of loss of integrity, privacy, or accessibility of information in any
form due to ineffectual management or unplanned events, are likely to cause tremendous damages,
both tangible and intangible, such as a decline in corporate brand value, a decrease in corporate
credibility, and financial damage [6].

As there is greater awareness of the potential risks in organizational assets, investment in ISM
is increasing, and several approaches have evolved to mitigate the risk depending on the scope
of application. In this regard, Bishop [7] claimed that security of IT depends on three elements:
confidentiality, integrity, and availability. In general, judgments on information security have led to
extensive research on these three elements. In addition, due to the proliferation of IT, the purpose of
information security itself is described as securing three elements of information [8–10]. However,
an organization’s information system might be exposed to security risks because of technical failures,
system vulnerabilities, human error, or external factors. It is necessary to prepare in advance a
management base to prevent such risks and even act after an accident. That is, a company-wide security
management policy and system introduction becomes crucial for sustainable security management.

However, majority of the existing studies on organizational information security focuses on
technical aspects, but few address the organizational aspects that limit the ability to explain the
company’s internal strategy on information security. In this respect, Sanderson and Forcht [11] claimed
that the studies on information security should not be limited to the technical part alone because
various security risks arise from users using technologies in an organization. Thus, it is necessary to
consider information security as a social and organizational issue because not only do security-related
problems change over time, but also most IT operations are performed by humans [12]. Furthermore,
Doherty and Fulford [13] argued that because technology-driven information security studies focus on
external threats such as hackers and viruses, there is a lack of preparation for violations or risks from
within the organization, and that organizational research is important for continuity of information
security. In other words, to explain an organization’s ISM, the non-technical matters that organizations
and members must follow should not be overlooked [14].

Although ISM is meant to protect valuable assets and mitigate various risks arising from all
factors in the organization’s environment, corporate efforts for information security generally focus
only on weaknesses in technical assets such as hardware, software, and networking. This can be seen
as a consequence of sacrificing the cost of managing weaknesses for other sources such as people,
processes, and culture [14–16]. Thus, focusing on technical solutions for ISM is not sufficient for firms
to mitigate security risks and increase sustainability of protecting assets [6,17,18].

In addition, as the significance of the organization’s information security system is increasingly
emphasized, organizations are making efforts to implement the correct information security strategy
through the support of the information system and IT technology. However, it is difficult to ensure
a security solution only with technical support, because security-related technology is a necessary
condition, but not sufficient for successful security management. In other words, security products,
such as hardware and software, cannot protect an organization’s information without good policy
and management [19]. Actual information security problems are not only caused by technical reasons
but also by non-technical reasons in many cases [10,16]. Thus, empirical studies reflect that two
perspectives are required, rather than separately addressing technical or non-technical elements in ISM.

Based on the rationales of the study, and important implications for and limitations of ISM in the
existing research, the main purpose of this study is to propose and verify a research model that explains
the effects of three dimensions of IT capabilities (IT infrastructure, IT business spanning capability,
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and IT proactive stance) on the ISM assimilation. In addition, the proposed research model includes
the policy-to-technology balance as an enhancing factor for the relationships between IT capability and
ISM assimilation. The data were collected from members in various organizations to empirically test
the proposed research model using the structural equation modeling (SEM) approach. Findings of the
study may have both academic and practical contributions, in that this study takes a new approach,
considering both technical and non-technical factors in explaining the assimilation of organizational
ISM for sustainable management of assets within organizations.

2. Literature Review

2.1. Resource-Based View (RBV)

Resource-based view (RBV) has a major impact on current business-related discussions, because
it is appropriate to describe an organization’s internal sources to maintain competitive advantage
and sustainability. RBV proposes that if a company wants to maintain its competitive advantage
and sustainability, it must acquire and manage unique, inimitable, and irreplaceable resources and
abilities, and at the same time must build an organization that can absorb and apply these resources
and abilities [20]. In other words, a resource-based perspective is a discussion of the resources owned
by a company that preempts its competitive advantage and allows it to achieve better long-term
performance [21,22]. In this regard, earlier studies [23,24] claimed that a company’s performance
originates from its specific capabilities and assets that are sustainable and help in establishing and
maintaining a competitive advantage. In a rapidly changing environment, such as the experience of
rapid technology transfer, dynamic competency is essential to enhance internal business capabilities.
Bhatt and Grover [25] described a company’s empowerment as one of the unique strategic mechanisms
for strengthening the influence of corporate resources, because resources are unique and inimitable,
deeply located within the enterprise. In this study, the characteristics of RBV with regard to competitive
advantage and sustainability for managing information security within an organization are classified
into three abilities: value, competitive, and dynamic.

Investment in the IT infrastructure is classified as a value capability. IT management capabilities,
including IT business experience and relationships, are classified as competitive capabilities,
while dynamic capabilities include knowledge sharing and accumulation or organizational learning.
This classification aims to differentiate the source of IT-based competitive advantage, which can guide
organizational-level capabilities. In general, value and uniqueness are prerequisites for preemptive
advantage, while irreplaceable organizational knowledge is a prerequisite for maintaining competitive
advantage and increasing sustainability [25]. The present study considers that information security can
be managed based on the organization’s sustainable resources when establishing a security strategy.
Therefore, by focusing on sustainable IT capabilities related to information protection and security
management systems among the resources in the organization, the study proposes a method to establish
and strengthen ISM within the organization.

2.2. Sustainable Information Technology Capability

Various definitions of sustainable IT capability have been proposed based on the RBV. For example,
Bharadwaj [26] defined sustainable IT capability as a firm’s ability to develop and mobilize IT-based
resources that appear or combine with other resources and capabilities. Tippins and Sohi [27]
conceptualized sustainable IT competency as a degree of knowledge about using IT efficiently to
manage and sustain assets in the company. Furthermore, they classified sustainable IT capability into
three dimensions: knowledge, operations, and objects. This classification not only includes tangible
and intangible elements of IT skills, but also introduces the effects of IT operations and IT knowledge
work. Based on these classifications, Li et al. [28] defined IT knowledge as a firm’s extent of technical
knowledge about IT objects such as system-based computers, while IT operation refers to the extent
that a firm uses IT to manage and sustain customer information and markets. Finally, IT objects include
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hardware/software (HW/SW), network, user supports, and others as a part of an ongoing IT policies.
The value of IT is revealed when sustainable IT capabilities are aligned with business strategies and
used to increase innovation [29].

Another perspective of sustainable IT capability is related to the technical and organizational
competency [30]. IT technology capability implies physical assets such as HW/SW, network, and database
that can facilitate a company’s functionality in terms of scope and accessibility to share information [26,31].
In addition, a firm’s IT technological capability, including IT infrastructure, can be a source of competitive
advantage when it can realize business objectives such as improved cycle times and streamlined
business processes [32]. The strength of an organization’s technical capabilities reduces the complexity
of integration and enables IT departments to deliver new technologies quickly and efficiently [33].

Studies exist on sustainable IT capability from an organizational management perspective.
For example, Teece et al. [34] and Sambamurthy et al. [35] described organization-level capabilities
based on resource-based theory. Organizational management skills include organizational leadership
skills and ability to promote technology integration and coordinate organizational planning [26].
With rapid change in technology and uncertain future competition and markets, timing has become
an important issue because innovative responses require a quicker time to market. Therefore, it is
crucial for a firm to build organizational management skills to properly apply, integrate, and transform
technologies and resources inside and outside the organization, and to develop a functional and dynamic
capability to meet the needs of the changing environment. This dynamic ability not only updates the
organization’s diverse resources, but also explains that core competencies can change dynamically.
Dynamic ability can be applied to various fields that describe organizational management capabilities
such as product and process development, technology transfer, intellectual capital, manufacturing,
and organizational learning [28].

Teece et al. [34] explained organizational management capabilities by defining a company’s
distinctive and dynamic capabilities from three perspectives: process, position, and path. Process is
related to the approach that companies follow to carry out their day-to-day operations, or what
they are currently engaged in, and what they want to learn. Position is related to a firm’s current
specific capabilities, including its assets such as technical, complementary, reputation, financial,
structural, and market. Finally, path indicates the specific direction of competency development that
the company should adopt. In general, firms that have a competitive advantage operate according
to the organizational processes formed by the possible directions and the status of specific assets.
In addition, other studies have presented organizational management capabilities in three categories:
process capital, agility, and corporate boundaries [28,35].

Based on earlier studies, this study conceptualized sustainable IT competency as an ability to
strengthen competitiveness for changing technologies among organizational capabilities in terms of IT
flexibility. In other words, a firm’s sustainable IT capabilities can include improved ISM. A company’s
ability to provide quick and efficient technical solutions lies in integrating new IT innovations within
its current infrastructure [30]. Consistently strengthening IT capabilities reduces the cost of developing
new technologies and enables companies to earn financial and productivity gains. Furthermore,
this study proposes sustainable IT capabilities as a company-specific ability to integrate and deploy
valuable resources that are distinct from other companies to measure performance, despite the similar
internal and external resources [26,30]. Therefore, flexible and sustainable IT capabilities will enable
quick adaptation and response in organizational security management and be an indicator of successful
security management development.

2.3. Policy-to-Technology Balance

To undertake ISM, the company’s IT must be well integrated with the security management
system. Integrating existing systems with the new information technologies is easier and offers more
opportunities for organizations to benefit from the integration [36]. If the new system harmonizes with
the organizational IT structure and strategy, the satisfaction of the users increases [37]. In this context,
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task–technology fit is a concept similar to policy–technology balance, referring to the extent to which
new IT can support various tasks by enabling smooth business processes within the organization [38].

Earlier studies [39] claimed that task–technology fit is the degree of agreement between IT
supported for specific tasks undertaken by members of the organization, and the functions required to
perform such a task. Therefore, a high task–technology fit leads to a positive attitude and positive
results for the technology [40]. Similar to the characteristics of task–technology fit, the unit of security
management in ISM is a matter of the entire organization, so the performance or behavior of the ISM of
the organization can be determined according to the level of balance between the organization’s security
policy and the appropriate technology. That is, it can be assumed that the harmonization between the
IT supported by the organization and its security policy for ISM will affect the organization’s ISM [3,5].

Earlier studies described harmonization of policy and technology as the level of IT that can interact
with various divisions in the organization, which implies the harmonization with technology that
can accommodate changes in specific areas such as IT strategy [41]. For example, past studies [42,43]
related to electronic data interchange (EDI) adoption claimed that differences and inconsistencies
between standards or policies and technologies not only result in several obstacles, but also serve as a
major inhibitor to the use and expansion of EDI between enterprises. This difficulty is compounded
because the standards and technical elements adopted by EDI differ from the organization’s existing
information system [44]. In other words, the integrated EDI following diverse standards and policies
further exacerbates the complexity of applying various internal applications and databases because of
the uniqueness of individual enterprise technology environments [41].

In the case of an IT venture company, when framing a technology development strategy, strategies
such as technology innovation, upgrade strategy, and resource utilization are important factors
depending on the external environment. Since venture companies are sensitive to technology
development and the environment, its results can be obtained through harmonization of strategy
development and technology [45]. To adopt a new information security policy for managing information
security, the technical infrastructure, composition, and operation of the existing information system
must be considered. As new or strengthened policies may change how organizations handle business,
managers will be passive in establishing and adopting better policies if implementation is laborious
and adaptation is time-consuming [46]. Therefore, if the current information systems are compatible
with the technological infrastructure, the policy and decision-making on information security at the
organization level will be more efficient.

2.4. Prior Studies in Information Security Management Assimilation

Research on ISM has been conducted in two directions: technology and management innovation.
Prior studies that dealt with security as a technology innovation research generally defined computer
security as a basic concept. For example, Cavusoglu et al. [6] studied the value of IT security architecture,
and Gordon and Loeb [47] explored the economic implications of organizational capital expenditure
for information security. However, this research, as regards technological innovation on information
security, does not provide sufficient and adequate explanation when the organizational structure stands
out and the organization becomes more organic [17]. However, Ransbotham and Mitra [5] defined ISM
as focusing on management activities that promote a secure environment. Therefore, ISM assimilation
includes continuous improvement of and changes in its management to adapt to various environmental
changes, which is consistent with the organizational-environmental view of management innovation.

From this perspective, IT capabilities are essential for the ISM of the organization and should
be considered [46]. For example, Chang and Ho [10] found a positive relationship between ISM and
business IT management skills. Furthermore, Hsu et al. [48] demonstrated how external economic
efficiency and internal organizational capabilities work between the pressure on institutional unity
and ISM, based on the institutional theory of organizational information system innovation.
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3. Research Model and Hypotheses

3.1. Research Model

As there is growing interest in corporate information security management, the importance
of developing and strengthening ISM has been emphasized, while the awareness or investment in
corporate ISM is insufficient. Therefore, theoretical research is needed to make decisions on the
organization’s ISM or to provide solutions for security problems, such that organizations are able
to sustain their information security assets. In addition, earlier studies on ISM underlined the need
for security management, and majority of the studies focused on defining concepts or technical
emphasis and presenting a security management model and the necessary factors [49,50]. Therefore,
this study empirically verifies the factors that affect the assimilation of ISM by members to maintain the
continuity of information security. In particular, with the focus on sustainable IT capabilities as a key
determinant among the various resources within the organization, this study examines the relationship
between sustainable IT capabilities and ISM assimilation to establish and strengthen ISM within the
organization. Based on past literature [10], an organization’s sustainable IT capabilities are grouped
into three dimensions: IT infrastructure, IT business spanning capability, and IT proactive stance.
Each dimension has antecedent variables. Therefore, this study suggests data management, network,
and HW/SW capability as the antecedents of IT infrastructure, while IT management, IT vision, and IT
plan are suggested as the antecedents of IT business spanning capability. Finally, IT learning culture,
IT investment, and IT innovation are the proposed antecedents of IT proactive stance [15].

In addition to the direct effects, the proposed research model includes policy-to-technology balance
as a moderator between sustainable IT capability and ISM assimilation. To increase the sustainability
of an organization’s information security, the organization’s policies must be harmonized with the
technologies in use. In particular, in the environment in which an organization increases its ISM
assimilation with sustainable IT capabilities, the harmony between policy and technology creates
greater synergy in ISM [15,16]. Therefore, in the ISM study, this variable was included to verify its role
in the organization’s information security sustainability. Figure 1 describes the research model with
the proposed hypotheses.

Figure 1. Research model and proposed hypotheses. IT: information technology; HW/SW:
hardware/software.



www.manaraa.com

Sustainability 2020, 12, 6139 7 of 24

3.2. Hypotheses Development

3.2.1. Sustainable IT Capabilities

IT infrastructure reflects the diversity and harmonization of the IT components needed to support
business applications. An organization’s well-established IT infrastructure not only provides an
integrated platform for data and process integration and standardization, but also enables accurate
and timely information collection and information sharing [51]. In addition, the organization’s
IT infrastructure enables real-time shareable and comprehensive information to facilitate efficient
decision-making [52]. This real-time access to information supports an expanded environmental
footprint to collect, track, and distribute information to change customer needs, competitors, technology,
or regulatory development [53].

The integrated IT infrastructure provides a platform for creating digital choices to support
companies to enable access, integration, and development of knowledge and to improve the richness
and reach of their processes and knowledge [35]. For example, IT infrastructure establishes a network
where members at a firm can share data and information for managing knowledge. Through this
network, it is possible to simultaneously adopt various IT-enabled approaches, such as automatically
modifying and storing knowledge that is shared and reused through a database [54]. A state-of-the-art
IT infrastructure enables internal judgment to cope with changes in market demand or supply
disruptions and frequent or unexpected rapid changes.

IT infrastructure plays a key role in enterprise-wide applications, databases, and collaborative
systems to perform quickly, intensively, and innovatively; rapidly change processes; and provide
the best support initiatives for demand [55,56]. Underlining the importance of IT infrastructure as
a firm’s sustainable technology asset, Weill and Broadbent [57] suggested an association between IT
infrastructure and IT assimilation for increasing sustainability of ISM. In other words, a mature IT
infrastructure allows organizations to develop higher levels of technical knowledge, which promotes
better innovation and IT assimilation [58,59]. In addition, Sambamurthy and Zmud [60] claimed that
IT infrastructure strengthens the ability and willingness of business managers to shape innovative IT
applications, which creates compatible advantages in managing information security. ISM develops a
higher level of security knowledge based on a mature IT infrastructure and improves the ability and
willingness of business managers to promote better ISM assimilation to increase the sustainability
of the organization’s information security [59]. Based on these claims, the following hypothesis
was proposed:

Hypothesis 1 (H1). IT infrastructure will have a positive effect on ISM assimilation.

Another sustainable IT capability is the IT business spanning capability, referring to an organization’s
ability to plan and develop IT resources that strengthen and support the purpose of business
activities [60,61]. This ability to connect with IT creates synergies between the organization’s IT and
business partnerships, thus enabling them to frame effective IT strategies combined with organizational
decisions [62,63]. In addition, close interaction and collaboration between IT and business fosters
long-term maturity of trust and respect that encourages knowledge sharing and exchange between IT
and managers. This shared knowledge not only influences the organization’s IT use, IT assimilation,
and IT–business alliance level, but also allows the organization to focus more on strategic IT use for
ongoing ISM [64–67].

The synergy between IT and business activities enables quick, efficient, and innovative responses
in ISM, and redesigns business processes and information systems to increase the continuity of
organizational information resource protection. Mitchell and Zmud [68] claimed that IT-related
strategies are beneficial for innovative and rapid process changes. During uncertain times, such as
ISM, the organization’s sustainable IT and business links are very useful for informal and impromptu
decision-making [69]. In other words, close collaboration between IT and business enables business
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processes to be flexible and responsive [70]. Therefore, the synergy between the organization’s IT
and business enables quick and efficient decision-making on ISM and effective security management
strategies to facilitate the assimilation of security management within the organization. Based on these
claims, hypothesis 2 was established.

Hypothesis 2 (H2). IT business spanning capability will have a positive effect on ISM assimilation.

IT’s proactive stance refers to a company’s characteristics in seeking methods for R&D in IT
resources to exploit and create business opportunities [71]. Companies seeking a comprehensive
understanding of critical IT innovation tend to identify, select, and implement IT innovation after
considering the probability that the innovation will be suitable. Companies have the ability to foresee
uncertainty about the benefits of using innovation and the cost of innovation development, and exercise
caution while testing the potential for new IT innovation [72]. In addition, companies can predict
related changes because of the advanced nature of IT, and they get the opportunity to be more creative
by emerging technologies. Zaheer and Zaheer [73] argued that proactive use of information networks
allows not only more proactive information retrieval, but also advanced information for a balanced
and accurate perception of trends. In addition, Galliers [74] claimed that IT proactive stance allows
companies to quickly identify and select opportunities for IT innovation to deal with changes in
business strategy and information needs. IT proactive stance allows companies to quickly leverage the
opportunities and preempt market opportunities.

IT proactive performance, an organization’s sustainable capacity, allows continuous learning
and renewal of IT, thus improving the organization’s ability to quickly change processes to adapt to
change and promoting the significance and awareness of ISM [75]. Swanson and Ramiller [71] argued
that companies with high IT proactive stance can thoroughly manage the introduction, assimilation,
and performance of IT innovations, and avoid falling into fixed technical rigidity. In addition,
companies can secure appropriate opportunities by reusing or adapting existing IT resources for
rapid innovation and radical business activities. In other words, IT proactive stance can increase
the awareness of ISM among organizational members through preemptive activities to protect the
organization’s information resources, thereby increasing its sustainability [22]. Past literature shows
that an organization’s IT proactive performance has a positive impact on the organization’s ISM
assimilation by adapting to rapidly changing information-security-related technologies and enabling
rapid security response, thus suggesting hypothesis 3.

Hypothesis 3 (H3). IT proactive stance will have a positive effect on ISM assimilation.

3.2.2. Impacts of Policy-to-Technology Balance

To revitalize and internalize the sustainability of ISM within the organization, the importance of
security policy, which is a significant factor of security management and sustainable IT capabilities,
must be emphasized. While past research emphasizes the importance of balanced security policies and
technologies, there is a lack of empirical research on the role that policies play between organizations’
sustainable IT capabilities and ISM assimilation [43,45]. Thus, this study includes policy elements in
ISM as a moderating effect consistent with the argument that information-security-related policies
would further strengthen the relationship between the organization’s sustainable IT capabilities and
ISM assimilation. However, O’Callaghan [76] argued that an organization’s information security policy
could change or influence the IT environment within the organization. Therefore, to conceptualize
policies related to information security technology, policy–technology balance is used as a moderating
variable in this study.

Balance or harmony can be defined as the extent that organizational values, prior experience,
and current needs and innovations match [77]. A balance between organizational policy and
technology innovation is preferred, because it enables organizations to be more effective and understand
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organizational innovation from a desirable perspective. Therefore, balance with policies is important
when designing new information systems or introducing new technologies [46]. Furthermore, it must
be ensured that the goals of the new IT do not contradict the tried and tested. Knowledge of what kind
of strategic objectives lead to inconsistencies with policies, or what specific systems are in use, allows
one to design useful systems with actionable policies [76].

Introduction or adoption of a new security policy is challenging if the new policy requires more
technical functions and complex changes to the existing information system. Moreover, to adopt the
new information security policy, the technical infrastructure, composition, and method of operation of
the existing information system must be considered. As new or strengthened policies may change how
organizations handle business, managers will be passive in establishing and adopting better policies if
changing from the existing IT is laborious and time-consuming. Therefore, if the existing information
system can be well integrated with the technical infrastructure, the organization’s policy on information
security and decision-making will be higher [24]. Choi [78] found that mature organizations with
strong information security policies are more harmoniously integrated with policy-IT technologies
than those that do not. In addition, Han et al. [30] concurred that when a firm continues to invest in
IT or develop security policy to manage or strengthen its sustainable IT capability, then its members
tend to be assimilated in ISM. However, Dehning and Stratopoulos [39] emphasized that because
policy-to-technology balance is a crucial factor in explaining the relationship between IT capability and
ISM, we should not focus only on IT capability in the context of ISM.

Based on these claims, policy–technology balance is considered to be a more powerful motivation
for the organization’s ISM assimilation. The following hypotheses were developed to empirically
demonstrate how the balance between an organization’s information security policy and IT plays a key
role between sustainable IT capabilities and ISM assimilation.

Hypothesis 4a (H4a). Policy-to-technology balance will moderate the relationship between IT infrastructure
and ISM assimilation.

Hypothesis 4b (H4b). Policy-to-technology balance will moderate the relationship between IT business
spanning capability and ISM assimilation.

Hypothesis 4c (H4c). Policy-to-technology balance will moderate the relationship between IT proactive stance
and ISM assimilation.

4. Research Methodology

4.1. Participants and Data Collection

To test the proposed research model, we conducted a survey of employees in organizations
that currently and continually implement various information security technologies. For example,
some organizations have obtained ISMS 27001 certification, but others have created and implemented
internal organizational policies and rules for ISM. By limiting the participants of the survey, we can
increase the validity of the results. Furthermore, various companies across different industries were
selected to increase the generalizability and validity of the data. Target firms were randomly selected
from the two main Korean stock markets: the Korea Composite Stock Price Index (KOSPI) and
Korean Securities Dealers’ Automated Quotation (KSDAQ). Questionnaires were sent to employees
at different organizational levels. A total of 2000 questionnaires were sent to 103 companies across
various industries through email, traditional mail, and visits. As many as 249 responses (response rate:
12.5%) were collected. Among them, the final 232 responses were used for the analysis, excluding 17
incomplete responses. The demographic characteristics of the respondents are shown in Table 1.

Among the respondents, 171 were males (73.71%) and 61 females (26.29%), implying that there
are more males than females in management position. A majority were in the age group 30–40 years,
accounting for 75.00%. Respondents included 127 (54.74%) college graduates, followed by 29.31%
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postgraduates. All the respondents were in management positions, with the highest as head of
department (34.05%), followed by 51 managers (21.98%), 49 CEOs (21.12%), and 33 CIO/CFO (14.22).

Table 1. Respondent demographic characteristics (n = 232).

Demographic Category Frequency Percentage (%)

Gender
Male 171 73.71

Female 61 26.29

Age (years)

<40 79 34.05
40–49 95 40.95
50–59 36 15.52
>60 22 9.48

Educational level

High school 31 13.36
College/university 127 54.74

Post-graduate study 68 29.31
Others 6 2.59

Current position

CEO 49 21.12
CIO/CFO 33 14.22

Head of department 79 34.05
Managers 51 21.98

Others 20 8.62

Industry

Manufacturing/service 43 18.53
Distribution/retailing 29 12.50

IT 70 30.17
Finance/banking 82 35.34

Others 8 3.45

Information Security
Management Period

Less than 3 years 17 7.33
3–5 years 44 18.97
5–7 years 65 28.02

7–10 years 78 33.62
More than 10 years 28 12.07

Activities for
Information Security

Management
(multiple response)

Implement strong security policies such as
penalty 53 22.84

Implement user access control and
monitoring/detection systems 158 68.10

Use powerful security HW/SW 185 79.74
Consistent investment in information security 93 40.09
Consistent employee education and training for

information security 201 86.64

Others 12 5.17

The industry with the most frequency included 82 companies (35.34%) in finance/banking,
followed by 70 firms (30.17%) and 43 firms (18.53%) in IT and manufacturing/service, respectively.
Given that information security is a crucial part of daily operation in both finance/banking and IT
industry, the higher number of responses from these two industries is obvious. In terms of the period
of ISM, 78 participants (33.62%) responded that they have implemented information security for
7–10 years, followed by 5–7 years, and 3–5 years. A total of 23 firms (12.07%) have implemented
ISM for more than 10 years, whereas only 17 (7.33%) have implemented for less than 3 years. Finally,
participating firms implemented various activities for sustainable ISM. Among them, 86.64% of firms
responded that they consistently educated and trained employees for information security. In addition,
79.74% of companies used security-related HW/SWs, while 68.10% respondents control users’ access
control and implement monitoring/detection systems for their information assess. These results imply
that, regardless of industries, firms are implementing ISM with various activities.
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4.2. Measurement Development

We developed items to measure each variable in multiple stages. First, items were adopted
by reviewing past studies. For instance, three first-order variables (data management, network,
and HW/SW capability) in IT infrastructure were adopted from Bharadwaj [26] and Weill et al. [56].
The items to measure the three antecedents of IT business spanning capability (IT management, IT vision,
and IT plan) were developed based on Mata et al. [79] and Overby et al. [51]. In addition, several
items were adopted from Mata et al. [79] and Fichman and Kemerer [80] to assess the three antecedents
of IT proactive stance (IT learning culture, IT investment, and IT innovation). Items to measure the
moderating effect of policy-to-technology balance were adopted from O’ Callaghan et al. [76] and
Beatty et al. [81]. Finally, four items developed by Fichman and Kemerer [80] and Ranganathan et al. [80]
were adopted to test the sustainability of ISM assimilation. Then, all the items were modified to fit the
context of this study.

Second, content validity was tested with five scholars (professors and researchers) in the area of
information security for the relevance and accuracy of those modified items. We revised the items that
appeared problematic. Finally, the pilot test with a sample of 30 was conducted to exclude statistical
issues with measures. Table 2 summarizes all items and related studies.

Table 2. Variables, measures, and related studies.

Variable Items Related Studies

IT
Infrastructure

Data
Management

Our organization has/manages

• Management and standards of data access
and sharing

• Systematic database management system
• Large data storage retention
• Core data management through

independent application

Bharadwaj [26],
Weill et al. [56]

Network

Our organization has/manages

• Network connectivity between systems
• Network retention for real-time data access
• Stable LAN or WAN security
• Flexible degree of system connection via network

HW/SW
Capability

Our organization has/manages

• Independent server management
• IT facility monitoring performance
• IT facility installation and maintenance

IT Business
Spanning
Capability

IT Management

Our organization uses/performs/has

• IT to reach management needs
• The appropriate level of decision-making for the

latest IT
• IT management ability and function performance

Mata et al. [79],
Overby et al. [51]IT Vision

Our organization has

• Clear understanding and utilization of IT’s role in
providing cost reduction and quality improvement

• Clear understanding and utilization of IT that leads
to business improvement

• Clear understanding and utilization of the IT
potential that brings the improvement of the work
of employees

IT Plan

Our organization presents/considers/develops

• Vision on IT–business strategic plan
• IT plan and the business plan when establishing

the vision
• A flexible and efficient IT plan along with a

business strategy
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Table 2. Cont.

Variable Items Related Studies

IT Proactive
Stance

IT Learning
Culture

Our organization provides

• Full support for members’ IT learning
• Various provisions for new IT attempts
• Continuous efforts for ways to strengthen IT use

Mata et al. [79],
Fichman and Kemerer [80]IT Investment

Our organization invests

• In new IT tools
• In new IT learning for members
• In organizational resource for new IT adoption

IT Innovation

Our organization maintains/has

• New IT innovation status
• Ability to try new IT tools
• Ability to manage and utilize new IT

Policy-to-Technology Balance

Our organization’s information security policy is

• Implemented in harmony with the technical
business-processing environment

• Performing well without negatively affecting the
organization’s work interruption and productivity

• Carried out in harmony with the IT infrastructure
• Established considering the IT resources in

the organization

O’Callaghan et al. [76],
Beatty et al. [81]

Information Security Management
Assimilation

• The organization’s security management obligations
have been strengthened.

• Human/technical investment in information security
has increased.

• Employee training on information security has
been strengthened.

• We continue to perform information
security management.

• Security system performance and monitoring related
to information security have become a daily routine.

• Compliance of organizational information security
policy has become a routine.

Fichman and Kemerer [80],
Ramamurthy et al. [41];
Ranganathan et al. [82]

5. Analysis Results

5.1. Validity and Reliability: First-Order Hierarchy

Three variables (IT infrastructure, IT business spanning capability, and IT proactive stance) in
sustainable IT capability were conceptualized as second-order variables. Thus, we conducted the first-
and second-order confirmatory factor analysis (CFA) with AMOS 22.0 to analyze the measurement model.
We evaluated the first-order measurement model based on several analyses, including overall fitness,
individual item loading, composite reliability (CR), average variance extracted (AVE), and Cronbach’s
alpha to demonstrate the validity and reliability and to determine if any modification was needed.

First, the overall fitness of first-order measurement model was evaluated using several fit indices,
including the relative chi-square (χ2/df), normal fit index (NFI), goodness-of-fit index (GFI), adjusted
goodness-of-fit index (AGFI), comparative fit index (CFI), and root mean square error of approximation
(RMSEA) as suggested in the literature [83]. The results showed that one item (hsc3) designed to
measure HW/SW capability in fact loaded to other first-order variables. Thus, this item was removed,
and then the first-order fitness was revaluated. Then, the results demonstrated the overall fitness
of the first-order variables because the value of all indices (χ2/df = 1.674, NFI = 0.949, GFI = 0.937,
AGFI = 0.901, CFI = 0.958, and RMSEA = 0.041) exceeded the threshold (χ2/df < 1.674, NFI, GFI,
and CFI ≥ 0.90, AGFI ≥ 0.80, RMSEA ≤ 0.05).

Second, the convergent validity and reliability of the first-order variables was evaluated with
individual loading, CR, AVE, and Cronbach’s alpha. To demonstrate the convergent validity, the loading
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and CR should be greater than 0.7, while AVE should be greater than 0.5 [84]. Moreover, the value of
Cronbach’s alpha should be greater than 0.7 to confirm the reliability [85]. The results confirmed both
convergent validity and reliability of the first-order variables as shown in Table 3.

Table 3. Validity and reliability of first-order variables.

Second-Order
Variable

First-Order
Variable Item Loadings Cronbach’s

Alpha CR AVE

IT Infrastructure

Data
Management

dm1 0.821

0.868 0.843 0.642
dm2 0.779
dm3 0.803
dm4 delete

Network

net1 0.799

0799 0.875 0.636
net2 0.822
net3 0.800
net4 0.768

HW/SW
Capability

hsc1 0.830
0.802 0.849 0.653hsc2 0.775

hsc4 0.818

IT Business Spanning
Capability

IT
Management

mgmt1 0.811
0.883 0.846 0.648mgmt2 0.799

mgmt3 0.804

IT Vision
vis1 0.858

0.848 0.866 0.683vis2 0.821
vis3 0.800

IT Plan
pl1 0.799

0.792 0.876 0.702pl2 0.850
pl3 0.863

IT Proactive Stance

IT Learning
Culture

lc1 0.830
0.831 0.848 0.651lc2 0.779

lc3 0.811

IT Investment
inv1 0.743

0.881 0.871 0.694inv2 0.893
inv3 0.855

IT Innovation
inno1 0.877

0.836 0.908 0.766inno2 0.847
inno3 0.901

Note: Based on the result of the overall fitness test, hsc3 was removed; CR: composite reliability; AVE: average
variance extracted.

Finally, the discriminant validity of the first-order variables was evaluated by comparing the
square root of the AVE for first-order variables with the Pearson’s correlations between those variables.
As shown in Table 4, all square roots of the AVEs exceed the correlations, thus confirming that the
discriminant validity of the first-order variables was not of concern in this study.

Table 4. Results for discriminant validity.

Construct 1 2 3 4 5 6 7 8 9

Data Management 0.801
Network 0.228 0.797

HW/SW Capability 0.190 0.273 0.808
IT Management 0.301 0.227 0.317 0.805

IT Vision 0.321 0.210 0.300 0.225 0.827
IT Plan 0.370 0.404 0.236 0.357 0.445 0.838

IT Learning Culture 0.235 0.195 0.283 0.307 0.225 0.190 0.807
IT Investment 0.338 0.200 0.333 0.276 0.320 0.184 0.221 0.833
IT Innovation 0.285 0.341 0.402 0.199 0.410 0.385 0.240 0.339 0.875

Note: Bolded numbers on the diagonal indicate the square root of the AVE.
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5.2. Validity and Reliability: Second-Order Hierarchy

The second-order variables, including IT infrastructure, IT business spanning capability, IT proactive
stance, policy-to-technology balance, and ISM assimilation, were assessed for validity and reliability.
Similar to the evaluation of the first-order variables, these variables were analyzed for overall fitness,
individual item validity along with CR and AVE, and Cronbach’s alpha for the reliability test. The analysis
results confirmed the overall fitness of the second-order variables because the values of all indices
(χ2/df = 1.950, NFI = 0.951, GFI = 0.940, AGFI = 0.912, CFI = 0.944, and RMSEA = 0.028) exceeded
the threshold. Individual item loadings ranged from 0.737 to 0.885, demonstrating convergent validity.
Furthermore, CR and AVE value exceeded the recommended value for all the variables. Finally,
Cronbach’s alpha ranged from 0.819 to 0.901, implying that the second-order measurement model
demonstrated the reliability. Table 5 summarizes the results of the reliability and convergent validity test.

Table 5. Reliability and validity of second-order variables.

Variable Item Loadings Cronbach’s Alpha CR AVE

IT Infrastructure
Data Management 0.822

0.884 0.846 0.647Network 0.817
HW/SW Capability 0.774

IT Business Spanning
Capability

IT Management 0.885
0.901 0.886 0.723IT Vision 0.802

IT Plan 0.861

IT Proactive Stance
IT Learning Culture 0.737

0.819 0.796 0.565IT Investment 0.770
IT Innovation 0.748

Policy-to-Technology
Balance

ptb1 0.812

0.839 0.877 0.640
ptb2 0.800
ptb3 0.801
ptb4 0.786

Information Security
Management Assimilation

sisma1 0.830

0.857 0.916 0.646

sisma2 0.844
sisma3 0.799
sisma4 0.806
sisma5 0.795
sisma6 0.743

Note: CR: composite reliability; AVE: average variance extracted.

Finally, the discriminant validity of the second-order latent variables was tested using a similar
approach as the first-order-factor discriminant validity test. The square root of the AVE for all
the second-order latent variables exceeded the correlation of other latent variables. Therefore,
the discriminant validity of the second-order latent variables is not a concern in this study. Table 6
describes the results of the discriminant validity test for the second-order variables.

Table 6. Results for discriminant validity of second-order latent variables.

Construct 1 2 3 4 5

IT Infrastructure 0.805
IT Business Spanning Capability 0.268 0.850

IT Proactive Stance 0.234 0.338 0.752
Policy-to-Technology Balance 0.206 0.297 0.329 0.800

Information Security Management Assimilation 0.348 0.470 0.491 0.345 0.803

Note: Bolded numbers on the diagonal indicate the square root of the AVE.

5.3. Structural Model Assessment (Direct Model)

The proposed research model was evaluated by considering structural equation modeling (SEM)
with AMOS 22.0. First, we built the SEM with three variables in sustainable IT capability and ISM
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assimilation to test H1 to H3. Then, the moderating effects (H4a to H4c) were tested using moderated
multiple regression (MMR) suggested by Carte and Russell [86]. The SEM analysis yielded two
important outputs—the standardized coefficient (β) and the squared multiple correlation (R2)—to
determine the significance of each path. The standardized coefficient indicates the strength of the
causal relationship between two variables [87], while the squared multiple correlations (R2) explain the
variance in endogenous variable accounted by exogenous variables in the research model. The path
coefficients between IT infrastructure and ISM assimilation was 0.311 (t-value = 4.458), which was
significant at p < 0.01, hence H1 was supported. IT business planning capability showed a significant
positive effect on ISM assimilation (H2: β = 0.469, t-value = 7.483, p < 0.01), supporting H2. H3 stated
the positive effect of IT proactive stance on ISM assimilation, and the result showed that H3 was also
supported with the path coefficient 0.427 (t-value = 5.071, p < 0.01). Finally, R2 of endogenous variable
(ISM assimilation) was 0.613, implying that the three exogenous variables (IT infrastructure, IT business
spanning capability, and IT proactive stance) explained 61.3% of the variance in ISM assimilation.
Figure 2 illustrates the results of the direct effects along with the value of R2, while Table 7 summarizes
the test results.

Figure 2. Results of direct effects (H1 to H3).

Table 7. Summary of hypotheses tests (Direct Effects).

Hypothesis Path Std. β t-Value Result

H1 IT Infrastructure→ Sustainable Information
Security Management Assimilation 0.311 * 4.458 Supported

H2 IT Business Spanning Capability→ Sustainable
Information Security Management Assimilation 0.469 * 7.483 Supported

H3 IT Proactive Stance→ Sustainable Information
Security Management Assimilation 0.427 * 5.071 Supported

Note: * denotes p < 0.01.

5.4. Assessment of Moderation Effects (H4a to H4c)

The MMR approach was used to evaluate the impact of a moderator (policy-to-technology balance),
based on the difference of two R2 (∆R2) between two models (interaction and no interaction model) to
find the F-value considering degree of freedom (DF or number of input variables) and sample size.
First, R2 value (R2

a) is yielded when independent variable and moderator are the preceding variables
in the model (no interaction model). Then, we analyzed another model (interaction model) in which
independent variable, moderator, and interaction term are the preceding variables to yield R2 value
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(R2
m). Based on the formula (F(d fm−d fa, N−d fm−1) =

DR2(N−d fm−1)

(1−R2
m)(d fm−d fa)

) suggested by Carter and Russell [86],

the F-value can be obtained to test the hypotheses. For example, H4a tests the moderating effect
of policy-to-technology balance on the relationship between IT infrastructure and ISM assimilation.
To test H4a, first R2

a(0.217) was obtained when IT infrastructure and policy-to-technology balance
are the preceding variable on ISM assimilation. Then, the interaction term (IT infrastructure ×
policy-to-technology balance) was added in the model to yield R2

m (0.249). Then, the difference of two
R2 (∆R2= 0.032), number of preceding variables (dfa = 2, dfm = 3), and sample size (n = 232) were used
to calculate F-value (9.715). Thus, H4a was significantly supported at p < 0.01.

H4b and H4c tested the moderating effect of policy-to-technology balance on the relationship
between IT business spanning capability and ISM assimilation, and IT proactive stance and ISM
assimilation, respectively. When IT business spanning capability and policy-to-technology balance
were the preceding variables on ISM assimilation, R2

a (0.252) for H4b was obtained. Then, the interaction
term (IT business spanning capability × policy-to-technology balance) was added to yield R2

m (0.267).
The difference of two R2 (∆R2) was 0.015, resulting in F-value equals 4.666, significant at p < 0.05.
Thus, H4b was supported. Finally, H4c was not supported because the difference of two R2 was 0.008
(R2

a = 0.210 and R2
m = 0.218). Figure 3a–f describe the analysis of moderating effects (H4a to H4c).

Table 8 summarizes the analysis of the moderating effects.

Table 8. Summary of moderating effect test.

Hypothesis/Path Model Path
(Std. β/t-Value) R2

4R2 F-value Result

H4a:
ITI→ ISMA

↑

PTB

No
Interaction

ITI→ ISMA
(β = −0.298/3.776 **)

0.217

0.032 9.715 ** Supported

PTB→ ISMA
(β = 0.287/4.006 *)

Interaction

ITI→ ISMA
(β = −0.292/ 4.121 **)

0.249
PTB→ ISMA

(β = 0.276/3.895 **)

ITI x PTB→ ISMA
(β = 0.199/3.550 **)

H4b:
ITBSC→ ISMA

↑

PTB

No
Interaction

ITBSC→ ISMA
(β = 0.418/5.804 **)

0.252

0.015 4.666 * Supported

PTB→ ISMA
(β = 0.266/3.783 **)

Interaction

ITBSC→ ISMA
(β = 0.420/6.802 **)

0.267
PTB→ ISMA

(β = 0.278/3.760 **)

ITBSC x PTB→ ISMA
(β = 0.201/2.667 *)

H4a:
ITPS→ ISMA

↑

PTB

No
Interaction

ITPS→ ISMA
(β = 0.426/5.672 **)

0.210

0.008 2.332
Not

Supported

PTB→ ISMA
(β = 0.230/2.798 *)

Interaction

ITPS→ ISMA
(β = 0.421/5.831 **)

0.218
PTB→ ISMA

(β = 0.232/2.596 *)

ITPS x PTB→ ISMA
(β = 0.187/2.585 *)

Note: * = p < 0.05, ** = p < 0.01; ITI: IT infrastructure; ISMA: information security management assimilation; PTB:
policy-to-technology balance; ITBSC: IT business spanning capability; ITPS: IT proactive stance.
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Figure 3. Results of moderating effects (H4a to H4c).

6. Conclusions

6.1. Summary of Findings and Discussion

This study analyzed and verified the effects of three dimensions of sustainable IT capabilities:
IT infrastructure, IT business spanning capability, and IT proactive stance on organization’s ISM
assimilation. In addition, an empirical analysis was conducted on the effect of harmonization between
policy and technology, which is critical in the management environment based on IT, in the relationship
between sustainable IT capabilities and ISM. Considering multiple dimensions of sustainable IT
capability is a good for understanding the core value of ISM [88]. The empirical results of this study
support the underlying concept that each dimension of sustainable IT capability is composed of
reflective factors and that IT infrastructure, IT business spanning capability, and IT proactive stance are
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directly related to ISM assimilation for sustainable management of assets. The results of the study are
consistent with prior studies [65,69], in that these IT capabilities play a crucial role for managers in
assimilation of ISM within the organization. In other words, the organization’s continued investment
in IT infrastructure for ISM informs its members how important it is to the organization, thereby
increasing their ISM awareness. Rai et al. [89] claimed that all organizations using IT are unlikely to
produce any results without continuous investment in the technology. Even in ISM, IT infrastructure
such as hardware, software, and network, which are the basic for organization members to maintain
continuity of ISM, are essential.

Furthermore, IT policy linked with the business leads to more effective results in ISM. Therefore,
if the organization tends toward ISM and creates an environment in which information security is
very important, the organization’s ISM will move toward a more active and efficient direction. In this
environment, organization members naturally assimilate ISM. Mitchell [90] argued that it is necessary
to use IT that is suitable for information-security-related visions, strategies, and activities to foster ISM.
Similarly, Ba et al. [91] claimed that IT should be used strategically for business extension. However,
if the organization uses technology considering only the performance and excellence of IT while
ignoring business linkage, it will result in high investment and low profit. Among the three dimensions
of sustainable IT capability, IT business spanning capability (β = 0.469, t-value = 7.483) is shown as
the path of greatest significance in relationship with ISM assimilation, compared to IT infrastructure
(β = 0.311, t-value = 4.458) and IT proactive stance (β = 0.427, t-value = 5.071).

This study also indicates that the relationships between three sustainable IT capabilities and
ISM assimilation are enhanced by different levels of policy-to-technology balance. The effects of IT
infrastructure and IT business spanning capability on ISM assimilation were found to be strengthened
according to the policy-to-technology balance. These results are consistent with prior studies [91], in that a
firm with a stable IT infrastructure can effectively implement and strengthen ISM through the convergence
of security policies and technologies. Furthermore, these results imply that organizations can increase
the sustainability of information security through IT and business and linkages, but the IT policy that
balances with information-security-related policies has a greater impact on information security [28,32].
In other words, the organization’s policy-based sustainable IT capacity building plays a pivotal role in
the information security for its members to increase the sustainability of information security.

However, no moderating effect of policy-to-technology balance was found in the relationship
between IT proactive stance and ISM assimilation. This result indicated that the organization’s IT
proactive stance is often influenced by internal human resources such as members and management.
Moreover, the major factors driving the organization’s information-security-related environment are
influenced by several external factors. In this regard, Hinton and Lee [46] claimed that policy-to-
technology balance has a great potential to work with not only direct impacts related to ISM in business
processes and activities, but also uncertain environmental factors and various effects of members in the
organization. Based on these findings, organizations need to establish and implement IT strategies and
plans considering the policy-to-technology balance that can maximize the effect of assimilation of ISM
within an organization by developing sustainable IT infrastructure investments and business-linked
IT capabilities.

6.2. Implications and Conclusion

Based on findings of the study, we can highlight several theoretical and practical implications.
First, this study provides a theoretical basis for the factors comprising sustainable IT capabilities
and affecting ISM assimilation by systematically analyzing and verifying prior studies related to
organizational RBV along with information security. Therefore, this study can be used for various
dimensions of future studies related to assimilation of ISM and as a theoretical background to explain
important influencing factors on corporate decision-making for development and implementation
of ISM.
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Second, while most of the previous studies on ISM were conducted in the technical context,
this study provides a theoretical basis for ISM at the organizational and behavioral level, which is still in
its infancy, by conducting research from the organizational resources perspective. Even if the technology
offers enormous capabilities to many parts of a firm’s operations, it is the organizational member who
actually uses such a technology, thus research on organizational members’ behavior is not only very
important, but also must be carried out continuously following the progress of technologies [47,56].
In particular, this study classifies sustainable IT capabilities into multiple dimensions (IT infrastructure,
IT business spanning capability, and IT proactive stance) rather than a single dimension to reflect the
realistic aspects of rapidly expanding companies’ IT resources. This multi-dimensional research model
could provide a more in-depth interpretation of the overall analysis results and provide a theoretical
basis for the assimilation of ISM by companies.

Third, by verifying the moderating effect of policy-to-technology balance, we derived a factor
that can strengthen the assimilation of sustainable ISM by companies through three sub-dimensions
of sustainable IT capabilities. These data can be used for future research. In addition, this study
contributes to the research methodology. First, the research items for measuring each variable proposed
in this study were developed from the viewpoint of ISM and proved its validity. Second, in the
verification of the moderating effect, this study took a remedy approach by Carter and Russell [84] to
overcome the limitations of existing moderator test. Thus, we increased the test validity and found the
moderating effect of policy-to-technology balance.

Through the findings of this study, some practical guidelines can be presented to the executives and
managers who promote ISM. First, in the assimilation of corporate ISM, the sustainable IT capabilities
of the organization playing a key role, implying that three dimensions of IT capabilities not only
complement each other, but also enhance the assimilation of ISM. A strong IT infrastructure provides a
stable and efficient foundation for assimilation of ISM, and the combination of business and IT policy
through IT business spanning capability leads to synergy in the corporate ISM assimilation. With all
these capabilities, a firm can sustain its assets, which yields high comparative advantages [48,50,56].

In addition, IT proactive stance or leadership attitude not only utilizes the existing IT capabilities,
but also has a positive effect on improving ISM capabilities through continuous exploration and
attempts on new technologies. The deep association between IT capabilities and ISM assimilation
suggests that reexamination of the organization’s IT capabilities is an essential element for today’s
companies, which are increasingly dependent on IT throughout their business activities. Thus, findings
of this study imply that the executives and managers related to ISM should seek various strategies
to improve the IT capabilities of the organization. In particular, it is necessary to focus on the
organization’s ability to maintain a strong and flexible technical foundation for the organization’s
IT capabilities, consider the link between IT and business strategies, and maintain a meticulous and
responsive organizational leadership in IT technology.

Second, there appears to be a difference in the influence of the IT infrastructure and the ability
to connect IT on ISM assimilation of the company according to the degree of balance between the
company’s technology and policy. Accordingly, to maximize the assimilation effect of corporate
information security management, executives and managers who want to settle ISM have established
a policy to increase the harmony between the organization’s technology and policies, and various
measures that can be continuously implemented. However, the findings of this study imply that an
organization or its managers must establish a promotion strategy and an implementation system
considering the organizational situation of it, since the policy-to-technology balance plays inadequate
impact in the relationship between IT proactive stance and ISM assimilation. Therefore, while
organizations prioritize the improvement of IT infrastructure and IT business connection ability, they
should consider a strategy that improves IT proactive stance by identifying key determinants such
as internal human resources or other external environmental factors, thus strengthening the overall
sustainable IT capability.
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6.3. Limitations and Future Direction

Despite some important implications suggested by this study, there are some limitations and
future research directions that are noteworthy. First, although this was an organization-level study on
firms’ ISM, more samples are required to validate the results of the study. Given that most companies
have insufficient awareness of ISM and sustainable security management is difficult, it was difficult
to secure multiple samples. Thus, in a future study, it will be meaningful to expand the sample and
classify the population by company size and industry group to investigate differences according to the
company’s situation and industry characteristics. Second, even if this study attempts to generalize the
results with data from various industries, the role of IT capabilities in ISM may be different depending
on the industry type. Thus, in a future study, we need to focus on a specific industry type to increase
the validity of the findings.

Another limitation is related to the research model; this study provides logical supports of focusing
on sustainable IT capabilities on ISM assimilation. However, we cannot ignore other factors from
various perspectives such as technical, environmental, social, and resource perspectives. In addition,
the research model included only the policy-to-technology balance as a key factor in enhancing the
ISM assimilation of members within an organization. Therefore, it is necessary to include other factors
related to the organization’s monetary or non-monetary interests and various benefits perceived by
members of the organization to clearly explain ISM assimilation. Finally, this study has a comprehensive
concept of ISM, and the proposed research model was tested in a given period time, which makes the
scope of the study quite big and exaggerates the study findings. Thus, we need to focus on a specific
security system and conduct longitudinal study to find out how members of organizations perceive or
behave with respect to the impact of IT capabilities on ISM assimilation.
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